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Net education the best defence
against network threats, spam

nternet security firm mizg Lid. estimates that digital attacks
m hackers and viruses have resulied in over §100 billlon
in damages to websites worldwide in 2003. A record level of
attacks—20,000, in the month of January alone—helped make
Internet security one of the leading issues in the online world
in 2003. It is predicted that these numbers will continue to
increase with the total economic damage from all types of digi-
tal attacks worldwide passing the $250 billion mark in 2004,
This poses a serious threat to online businesses, but it's a
threat that ean be combated through proper education on the
subject. This is the message being reluyed internationally by
WSI, the world's largest network of Internet Consultants.

Once a business has nlnd,: the decision to go online there are
o number of imp jons beyond the p
of the site itself. Concepts such as security — an ongoing and
evolving process — is rarely given the attention it deserves.
Through the consulting services offered by WSI, a business can
acquire the critical knowledge it needs to protect itself from
becoming an Internat security statistic.

“Education is the key to o business pmamq. itself onfine,” n'|1|.u|u
WS internet consuliant E “Everyday
Iy make mistakes that leave their systema vulnerable lo digital astacks.
With the proper knenledge and software in place these mistakes can be
avoided, saving money and increasing productivity and efficiency in the

rocess.”

J\'plrnlh‘ the news media foruses on mu—.h to hrg: mrpmmmu

agencies, leaving small
w"hﬂu— imnpression that Internet security kin't an fssue that concermns
them. Unfortunately this isa't the case. Any business, no matter what ils
skze or function faces potential thrests from hackets each day for numer-
ous rensons. By teaching companies how to defend their systems, WSI
Internet Consubtants strive to keep their dients informed and safe. As
WSI clients know, one of the largest daily threats is the increased
reliance on email—one of the most versatile and important tocls to any
oeline busimess. However, email a5 8 communication medism is insecure
and opens the doar to p | ttacks such as virs di jom and
unsolicited advertisements or “spam”.

The popularity and widespread adoption of email is no accident; it is
often more efficient than ather means of commundcation and allows cus-
toeners (o quickly contact a business from anywhere |n the world at any
e of day. But & inboxes fill up with orders, inquiries, and conmespon-
dence, they also fHl up with In November by
Erightmail's Probe Network showed that 56 per cent of all emall was
span-related, This has caused many industry insiders to predict that by
mid-ao04 spam will surpass the 60 per cent mark.

And with ever-incressing spam comes larger threats to security.
Spam in itself is an annoying nuisance that many bosinesses find drxins
productivity, distracts employees, snd can be offensive. It also has a neg-
atfve effect an server and sturage space and can slow down connection
time. In additicn to this effect on valuable network resouroes, spam can
a0 contain malicious code, and in some cases has been commected to
evedit eand fraud and software piracy.

\\ ith thoasands of emall messages belng received and sent by indi

each day, ¢ busincsses ar

[
easy target to hackers, virases, and spam. By utllising WSE's industry
Jeading technalogy such as intrusian detection applications, suthentica-
tion devices, und firewalls, n businiess can position itself to avoid the
castly consequences associnted with digital attacks.
Few can forget haw fast the Sobig.F viras spread through the online
world this past August, crippling entize network systems with the sheer
volume of emall trafflc it produced. In just a few shoet weeks, this

email-based threst cansed $29.7 billion worth of damage to companies

v'!rvcllllh[ p for an attack,

can ly security threats by safe
online behaviour and employing server-based traffic fltering technolo-
ghes, such &s those offered by WSI's hosting environment. As each hisi-

pess is different, WS Internet Consultants can aasess which methods
will suit a particular company best and then deploy those solutions 1o
protect their clients. As WSI Internet Consultant Garcia says,
“Knowledge is power and with the right information in hand, most
Internet security threats camveasily be avoided.”

W3I, headquartered in Taranto, Canada, is ranked the #1 Internet
Services Business in the warld and the 4th fastest-growing
International Franchise. With systems that have been developed,
utilised and proven by over 700 Internet (‘nnwham: in 87 countries
worldwide, WSI delivers s of butions il and
medium sized buasi by, Visit o for
mote information.

Microsaft Corporation promised Thursday o pay

sormemeneness - Microsoft offers reward

irus,
“The cash reward is the third so far under a $5 mil-

lion programame Microsoft ansounced in

November to belp US authorities nab authors of

“Thia worm ks a criminal attack,” said Erad
Smith, Microsoft's senbor vice president and '] fficial:

ably created both versions.

d oth

with Microsoft executives and won't promise (o
bsunch any formal Investigation whenever the compa-
Ay ARROURCES & Tewand

In the documents, cbtained under the US
Freedom of Information Act, the FBI said it was
developing "a mare formal operating protocal for

tescribed  "oTking with Microsoft” and with other compasies

amnsually damaging Internet infections almed st con-
sumers of the company's software products.

‘The “MyDoom.B" virus, spread by e-mail, causes
wictimu 10 launch an electronic attack starting Tuesday
against Micrasoft's own wels site, and prevents victims
fromm visiting the web sites of beacling antivinas compa-
nies. The virus poses as an authentic-looking error
IeEsagE.

eounsel. *Microsoft wants 1o help the autharities
catch this criminal.”
Microsoft urged irformation about

the $250,000 rewards as the highest in recent mesno-
ry funded entirely by the private sector — akin to caak

the suthor of the “MyDoom. B” virus to contact the
FBL, Secret Service or Interpol. The company tar-
geted by an earlier veralon of the sama virs, The 500
Growp Inc., previously offered s $250,000 rewand for
i g to the arrest i [

Among the anly ch b af the possi-
bl anthor was a mysterions message inside the vins,
=Andy; I'm just daing my job, nothing persanal, sorry.”

Worst email worm
in virus history

The Mydoom email warm, which was first found an
Janunry 36, 2004, has already spread meore than
Sabig.F. The Sobig.F worm spread massively in
Avgust 2003 and wntil now has held the title of the
fastest spreading email worm in history. Email
worms are currently the most consmon vins type in
the world. Axtomatic network worms cap spread
even faster, but they are not nearly as commaon.
Theare are three main reasons behind the fast out-
break of Mydoom:

. Social engineering: the worm masks the infect-
ed emails 1o look like system error messages,
prompting people to click on them. Also, some of
tha infected attachments are inside ZIP archives,
which might seem less dangerous to users.

= Time zones: Unlike most other recent email
worm outbreaks, Mydooem was found in the middle
of baginess hours in USA and several large corpo-
rate networks got infected immediately.

the creator of the Mydoom A version, which ks more

in the late 18008 by Western banks to
wigilantes who hunted robbers.

Internal FBI documents, chitadied by The
Asu-xnmd Press, indicate the lemmm is @ caw-

that want to offer similar rewands.

Microeoft sadd residents of amy country are efigh-
ble fior the $250,000. The company has sabd previ-
ously it will not pay rewards to anyuine invelved in
creating the viruses.

Previows rewands of $250,000 each were offered
for i jon about those ible for the

P of Microsaoft off sh bounties.
FRl officials in October gave conditional approval
o Micrasedt for the concept. Bt they cantioned that

Blaster and Sobig viruses, which spread rapidiy last
summer amang hundreds of thousands of computers

witbespread. Experts have said the same person prob-

they won't share secret details of any investigation

running Windows.

Virulent worm poised to outdo predecessor

A new variant of the Mydoom comput-
er worm, which has been clogging up
the Internet for days, was palsed to
overtake jes pred, to become the

function of the first version to update
itself§ and attack more computers.
After infecting & computer, it
dlately scans for ether infected

most widely spread computer bug
ever, experts said.

The so-called Mydoom.B comput-
er warm was designed to spread by
users opening their e-mail, even if they
beave attachments closed, making it
mare viroent than anythi pre-

compuiters fn the network, using the
eartier version's backdoor function to
update itself, Mikae] Albrecht, also
with F-Secure, sabd:
Abtbough still amalier than the A
\rrIIM “the Mydoom. B variant is
quickly now,” and will

wiously, Mikko Hyppoenen, of Finnksh
anti-viras firm F-Secure, said

*Same variants of the Mydoom,
wersbon will run sutomatically froe the
e-mail, it's enotgh to just open and

becww a8 big as its prodecessor, “H
not bigger,” Albeecht sald

Since the Mydoam A was detected
on Monday night it has clogged the
Internet by sending bundred of mil-

= Aggreasive collection of email in
addition of sending itself to emall addresses found
from users’ files, the worm also creates new
adidresses by guessing common user names and
sddresses. It ean also bypass some of the tricks
peaple use to hide their email addresses from
SPATRITETS,

read the mall,” be told AFP. lions of infected e-makls throughout
It will cause it to spread quite the workd.

quickly,” Hyppoenen sald. Bt ironically, the success of
Inthe Em\w:innni the bug alydom:u\ would eurb the pace of
ipi d ils bad 1o € lts suceessor, as it has

opm an lmﬂmd file in order to have severely slowed down the Internet

ther comp the worm. and corporate computer networks,
Further testing showed bowever causing huge delays in the delivery of

that due to faulty programming by e-maild, Hyppoenen noted.

Mydeom's author, this function did
mot always work as intended,

First detected v
the batest variant also uses a backdoar

The bug was not believed to
[mpair the normal funetioning of
not even potice that their machine
bad been infected. experts said

Maost of the e-mails generated will
mever reach their destinations howev-
er, having been stapped by the anti
wirus protection of corparnte comput-
er networks, analysts said,

Wednesday evening it was esti-
mated that oe in three e-mails sent
worldwide was genernted by the
Mydeom.A bug.

The spread of the virus prompted
a FBI investigation and a scramble to
update software protection, but ans-
Iysts said it was unlikely that the
author of the Mydoom bugs wonkd
ever be caught

The proliferation of the flrst vari-
ant was however leveling out on.
Thureday, experts said, as many com-
puter users had updated their anti-
wirus softwarne.

Since the new variant slips into
computers unnoticed by the detection
software made for the Mydoom.A ver-
slon, security experts unged computer
users to update their anti-virus soft-
ware frequently to make sure they are
mmutie fram the Latest bags.

v posted detection software and
instructicne an how o eet rid of the

Mydoom strains on their web sites
free of charge.

While the first version was
designed to attack the web site of
Utah-based software vendor SCO, the
mew version also liunched an assault
an Microsoft's page
www.microsodt.com, virus crackers
said.

These axtacks might be just diver-
sions bowever from the buge’ real
intention of infecting computers and
opening backdoors on them, ennbling
their creator to access infected
machines from a distance, possibly to
relay spam, experts warned.

Mydoom spreads through e-mail
attachments and downloads from the
popular Kazan fle-sharing service,
which lets Internet surfers share con-
tent such as games, movies and music
with each other for free.

Part of Mydoom's "success” s
that it — unlike many earlier bugs —
poses a3 an error note with the main
users 1o open the sttachment 1© read
n, thereby inadvertently launching the
W,



